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Background: Since the beginning of the Ebola outbreak in West Africa in 28!, more

than 11,000 people died. For outbreaks of infectious diseass like this, the rapid
implementation of control measures is a crucial factor for@ntainment. In West African
countries, outbreak surveillance is a paper-based processwith signi cant delays in

forwarding outbreak information, which affects the abiltto react adequately to situational
changes. Our objective therefore was to develop a tool thatniproves data collection,
situation assessment, and coordination of response measws in outbreak surveillance
processes for a better containment.

Methods: We have developed the Surveillance and Outbreak Response Magement

System (SORMAS) based on ndings from Nigeria's 2014 Ebolawtbreak. We conducted

a thorough requirements engineering and de ned personas ad processes. We also
de ned a data schema with speci c variables to measure in oubreak situations. We
designed our system to be a cloud application that consists binterfaces for both mobile
devices and desktop computers to support all stakeholdersri the process. In the eld,

health workers collect data on the outbreak situation via mioile applications and directly
transmit it to control centers. At the control centers, hedah workers access SORMAS via
desktop computers, receive instant updates on critical sitations, react immediately on
emergencies, and coordinate the implementation of contrameasures with SORMAS.

Results: We have tested SORMAS in multiple workshops and a eld studyni July 2015.
Results from workshops con rmed derived requirements andmplemented features, but
also led to further iterations on the systems regarding usality. Results from the eld
study are currently under assessment. General feedback shlweed high enthusiasm about
the system and stressed its bene ts for an effective outbrel containment of infectious
diseases.

Conclusions: SORMAS is a software tool to support health workers in ef cigtly
handling outbreak situations of infectious diseases, suclas Ebola. Our tool enables a
bi-directional exchange of situational data between indidual stakeholders in outbreak
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containment. This allows instant and seamless collection fodata from the eld
and its instantaneous analysis in operational centers. Byhat, SORMAS accelerates
the implementation of control measures, which is crucial foa successful outbreak
containment.

Keywords: healthcare, Ebola surveillance process, requir ements engineering, mobile applications, epidemiology,
infectious diseases

1. INTRODUCTION built in the context of an interdisciplinary cooperation beteve
Nigerian and German public health and research institutions
Outbreaks of infectious diseases such as Ebola requirediatee which bring their respective expertise in epidemiology, IT, and
action on control measures to avoid further spreading of thenands-on experiences from the Ebola outbreak in Nigeria.
disease. High population mobility, stigmatization of people This work features the technical details of SORMAS. While
considered infectious, and fears of people who have been the overall system idea, personas, and requirements have bee
contact with them require a large number of public health sta presented prior, we here concentrate on the technical ret@iza
to reach out to the population. Especially contact tracing, i.eof the system Kahnrich et al., 2095 This includes (a) the
identifying and monitoring each person who has been in contacpresentation of the nal process models that served as blueprin
with an infected person, is a crucial and time-intensive taskor the system, (b) the underlying data model for storing and
for human-to-human transmittable diseases, such as Ebola. accessing surveillance data, (c) the nal system architecand
addition to this challenge, public health sta must valida# (d) the implementation details of the central part of the syste
rumors from the public about infected people. the contact tracing app.

The process of outbreak containment involves prede ned The rest of the paper is structured as follows: Section 2 places
measures that must be undertaken if specic criteria areSORMAS in context of related work. Section 3 describes our
fullled, e.g., a new case is detected, and specic data thahsights on outbreak containment processes in Nigeria ghine
must be collected. A widely used framework for data cokecti during requirements engineering. We illustrate the tecahi
is the Integrated Disease Surveillance and Response (IDS&pects of SORMAS, including the epidemiological data model
framework, which provides standard surveillance formsand architectural details. Section 4 discusses our experiand
Managing the dynamic generation of information and ndings in setting up SORMAS in Nigeria. Section 5 concludes
coordinating all forces to execute the aforementioned saskour work.
requires high administrational e orts. In the context of 204
Ebola outbreak in West Africa, this was and is mainly realize2 RELATED WORK
via paper forms, phone calls, text messaging, and Excel sheets.

This leads to a delay of knowledge transfer and correspondinphe recent Ebola outbreak facilitated the development of new
countermeasures; time for the disease to spread further. applications to support healthcare workers in their daily roes.

In Nigeria, the World Health Organization (WHO) was In the following, we present systems related to SORMAS and
able to declare the end of the Ebola outbreak after onlputbreak containmentin sub-Saharan Africa.

a few months (Vorld Health Organization, 2094 This was Data collection of eld information, e.g., contacts and thei
possible thanks to tremendously intense and timely controinterviews, is in parts possible via mobiles and smartphones.
measures together with bene cial circumstances surrongdi For example, Nigeria created customized forms with Open Data
case identi cation. At the time of the outbreak, Nigerian Kit (ODK) for Android phones, whilst the Ebola Care App
healthcare workers had established an Ebola reporting wol tcreated a distinguished app for both Android and iPhoféla
document visits of contact people, which proved to signi cgntl Care, 2014; Ibukun, 2014; Tom-Aba et al., 201EpiCollect
save time for information transferTom-Aba et al., 2015  enables to create custom interfaces for mobile data calect
However, it did not address other aspects of outbreak responsgnd analyses on a small scalea(iensen et al., 20N%AfyaData
e.g., case nding or bi-directional information ow. uses this framework to enable an ODK-based data entry point

This need is addressed by the Surveillance Outbreaior health workers i arimuribo et al., 2017 CommCare as
Response Management System (SORMAS), whose objectiveaither smartphone application also supports a number of
to support the existing Nigerian outbreak response mechanisnBbola management needs, e.g., day planningpr(d Health
by developing a tool that provides immediate, bi-directionalOrganization, 2013; Millenium Villages, 20Q14EbolaTracks
information exchange across all outbreak managementdeveis an SMS-based application that supports monitoring Ebola
This system ensures that the most recent data is availabéaln  contacts {racey et al., 20)5Contact persons are equipped with
time for everyone involved in outbreak containment. SORMAS mobile phone that has credit for one month. Every day, an
has a central data storage and provides interfaces for healsfutomated service sends an SMS to the mobile phone asking
workers in the eld and at health centers, thus enabling thiem for symptoms, e.g., fever or feeling sick. If the contact duss
enter information into the system and receive immediate upda answer these SMS in time or shows symptoms, a health worker is
from others regarding the outbreak situation. SORMAS wasioti ed for a follow-up, e.g., calling the contact person by pleon
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In contrast to SORMAS, these system were exclusively used fine Ebola Emergency Operations Centre (EOGlatner
monitoring people who had made contact with Ebola cases anelt al., 201}t Design Thinking involves many interviews with
did not address other aspects of outbreak response, e.g., catgkeholders to gather domain knowledge and understand the
nding or bi-directional information ow. underlying processes. Those interviews are a crucial part of
Case information management and outbreak analysis ighe overall software development process, as domain knowledg
in parts done via desktop computers. The Centers fois essential to build a system that is of value for the
Disease Control and Prevention (CDC) set up an openuser. Our interview partners were members of the Nigeria
source Epilnfo Viral Hemorraghic Fever (VHF) module for Field Epidemiology and Laboratory Program that provided
contact tracing Centers for Disease Control and Prevention,insights into the general procedures taking place at the EOC.
2019. It covers a range of surveillance functions such as cadéhe interview process did not involve the collection of any
management, analysis and reporting. In contrast to SORMASyrivate or personal information. Thus, an ethics approval was
the Epilnfo VHF module is not designed for bidirectional not required as per our institutions' guidelines and natibna
information exchange and does not address the challenge odégulations. An oral informed consent was obtained from
information exchange. all research participants, which is in line with institutidna
The presented approaches make use of the widespreagquirements.
availability of mobile phones in West Africa, which Asa rststep, we de ned personas and an interaction model
allows independence from variable wire-based IT ando get a rough understanding of the system and the required
telecommunication infrastructure. However, these systemcomponents, e.g., mobile and desktop applicatidrEnfrich et
focus on a specic use case, such as contact tracing, ora, 201). As a second step, we derived detailed process models
particular user group, such as healthcare workers in the eldthat map the procedures of Nigerian Ebola outbreak controk Th
In addition, existing solutions do not support bi-directioha process models include all activities and responsibilitiesach
information exchange and especially task management tsingle participant and the ow of each data artifact produced.
initiate the necessary control measures. With this work, w&Ve re ned the process models in multiple iterations involving
address these needs by presenting the Surveillance Outbremkactive exchange via e-mail, phone, and personal convemsati
Response Management System (SORMAS). Our objective iswith the eld workers and sta of the EOC.
support existing outbreak response mechanisms by providing For enabling a direct discussion of the process models with
immediate, bi-directional information exchange acrosd alour interview partners, we chose Business Process Model and
outbreak management levels, ranging from hospital infortean Notation (BPMN 2.0) as modeling notatiomA(weyer, 201}
via task supervisors to healthcare workers in the eld. SORMASince it is intended as a communication medium for both
has a central data storage and provides interfaces for tueamth business managers and technicians, team members without IT
workers in the eld and at health centers, thus enabling themexpertise can intuitively understand the notation while weegn
to enter information into the system and receive immediateable to discuss complex process semantics. To get direct fdedba
updates from others regarding the outbreak situation. SORMASN the process models, we used an online modeling platform that
also provides real-time synchronization with surveillanceallowed them to annotate the models with comments, which we
systems that are already used in many African countried) asc then included Figures 1 2, 5 depict the most important parts of
Integrated Disease Surveillance and Response (IDSR), argd intite process for Ebola outbreak containment in Nigeria. Due to

data attributes follows existing systems, such as Epilnfo. its complexity, we encapsulated parts of the overall process, e.g
the contact tracing procedure, in subprocesses that are raddel
3. METHODS separately. We limit the number of process models shown

here to the overall process and the contact tracing; all other
In the following, we present the technical details of SORMAS. Werocess models are accessible via the project websiten(ioltz
provide an overview on the nal process models derived fromCentre for Infection Research, 2Q1®hile the detailed persona
the requirements engineering phase, introduce the applied daglescriptions and requirements related to SORMAS have been
schema for storing surveillance data, present the nal syste published in previous work, we limit explanations to a minimum
architecture for productive usage, and discuss implemennati here to provide a rough understanding of an outbreak control
details of the mobile contact tracing application as the inakg process for the readeF@hnrich et al., 20)5The overall process

part of the system. model in Figure 1 depicts pools for the di erent management
] - teams, each working in their corresponding responsibility
3.1. Requirement and Process De nition areas:

We designed the system according to the procedures Informantslook for rumors at health facilities and inform
implemented in Nigeria during the outbreak in 2014, asthe Surveillance O cers. Informants are contacted if a cliait
those were proven to support the successful containment cfuspects an Ebola case among his patients, and they must also
Ebola. We bene ted from the experiences gained from settmmg umonitor deaths of any of the health facility sta from an aeut
the ad hoc IT infrastructure with ODK. illness. All (non-) occurrences at the hospital are summatize
We identied system requirements for SORMAS in aon a daily basis in a report that is entered into SORMAS and
gradual process. We used the Design Thinking methodologforwarded to the Surveillance Management Team for further
to systematically analyze experiences from eld workers andction.
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FIGURE 1 | Process model of the overall process of Ebola outbreak coniament in Nigeria. It splits up responsibility areas for Inforants, Surveillance Management,
Case Handling, and Contact Tracing teams. Further detailsrothe highlighted activityCoordinate Contact Investigationare depicted inFigure 2.

The Surveillance Management Teamceives and seeks the incubation time for Ebola has passed, i.e., 21 days, since
information directly from the community. The team maintan last contact with the case. If contact persons develop symgptom
an overview of the current outbreak situation, investigagmy in that time, they are forwarded as suspected cases to the Case
new rumors, and decides whether or not to forward theseHandling Team.
to the Case Handling Team. Rumors can originate from the Except for the Informants, each team splits up into a two
community, e.g., via phone calls, or from Informants. level hierarchy with one or more supervisors overseeing iplelt

The Case Handling Teamanages all cases of Ebola disease cers. Supervisors have administrational duties, and @ssi
once they receive the status suspected, which can occiasks to their subordinate o cers. O cers, meanwhile, exde
either during rumor investigation or contact tracing. Theye the tasks that have been assigned to them and report the
responsible for undertaking corresponding measures fomgari outcomes to their supervisor. Supervisors of the di erent team
for a case, e.g., to conduct lab tests for suspected cadage isocommunicate with one another, e.g., to inform each otherwbo
con rmed cases, or organize a safe burial of deceased ddses. suspected cases.

Case Handling Team forwards contact persons of cases to be Figure 2 depicts the process encapsulated kigure 1's
monitored by the Contact Tracing Team. highlighted activity Coordinate Contact Investigatio€ontact

The Contact Tracing Teatraces and monitors everyone who Supervisors are responsible for all administrational tasks; ®
had contact with a case. The team gets a list of contact persoreact when a contact person is reported to be problematic, lost,
from the Case Handling Team and visits everyone daily untiteleased, or new. Contact O cers, on the other hand, receive
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FIGURE 2 | Subprocess depicting details on activities for contact inestigation. In general, Contact Of cers have to visit contact every day. They enter the outcome,
e.g., new symptoms or not available, on the mobile device anit is immediately available to their Contact Supervisor, whis then in charge to take further action.
Further details on the highlighted activitynterview Contactare depicted inFigure 5.

a list of contacts assigned by the Contact Supervisor and muahd their contacts, places they have visited, or symptoms
ensure that they visit each person on that list daily. If thateot  they have developed. This work is restricted to present the
constitutes a group of people, e.g., attendees of church Xtat deepidemiologic data schema only, as we followed common
Y, each individual person must be identi ed rst. Each cortac procedures forimplementing user, groups, etc. for administeati
person must be interviewed for demographic data and Eboladata.Figure 3 depicts the epidemiologic data schema as a class
speci ¢ symptoms as depicted Figure 5. If the contact person diagram in Uni ed Modeling Language (UMLFRumbaugh etal.,

is not available or uncooperative, Contact O cers must inflor 2009. The main tables are Person, Place, Case, Contact, and

their supervisor for further action. Rumor.
The Persontable contains all static information about
3.2. Data Layout a person, no matter if case or contact person. Since not

The data schema presented here was developed kyeryone in Nigeria owns a phone, we need to assign multiple
epidemiologists and applied by IT experts to SORMAS. Theossibilities of contacting a person, e.g., neighbors' phone
components mainly relate to the standard surveillance formsumbers, which results in multiple attributes for phone number
used in Nigeria, e.g., IDSR forms. Those did not apply spedycal and descriptions. Next to the table attributes, a person is
to Ebola, though, which is why some parts of the forms werassigned an occupation, lab results, and relations to other
never lled out. Based on interviews with health workers andl  people, e.g., relatives. The Person table also includes a link
epidemiological expertise, we used Ebola-relevant partsfihem to the medical history, i.e., the Clinic table, and further t
forms and extended the schema by further aspects. symptoms observed during visits to contact persons or clinical
The complete data schema contains entities for administrati examinations.

and epidemiological data. Administrative data is related to The Placetable contains information on places relevant to
the management process, such as system users, tasks, &@RMAS, e.g., where a person lived, worked, or was contact
their assignment to sta members. Epidemiological data idraced. A place can be anything, ranging from a house in a
related to the outbreak situation, such as all kind of casesiral area to a bus. Geolocation and PlaceDetails are required
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FIGURE 3 | Data schema for capturing surveillance data in SORMAS. Eadéntity has a schema-wide unique ID assigned, which enables u® label every entity as
rumor.

attributes because a place does not necessarily have a teoncesach record owns a globally unique ID. To avoid searching
address in Nigeria, butis rather described by “the housbedéft each table for the record a rumor refers to, the Entity table
of the huge tree 50m away from the street.” A person can stay atovides the link between a record and its table. The Entibjeta
multiple places for a particular period of time, e.g., at churable  allows adding remarks to each record, which is important as
Sunday, which is important data to track when dealing withesas information is often hidden in textual remarks, e.g., an aokvn
and contacts. The mapping table Person2Place contains sthrt abody temperature because of a lost thermometer.

end dates of a person's stay.

The Casetable contains information on all kinds of cases,3.3. System Architecture
e.g., a person who is suspected of having Ebola. A correspondiRggure 4 depicts the nal software architecture modeled in
database entry contains case-speci ¢ information, e.@,cdise Fundamental Modeling Concepts Notation, which was applied
number or symptoms onset. The attribute CaseClassi catioto the SORMAS prototype Knopfel et al., 2006 For the
depicts the case class, e.g., suspected, lab con rmed, ardiés;  implementation of the system, we follow a cloud-based approach.
whereas CaseStatus determines treatment status, e.gey unBy using a cloud service provider, we eliminate the need fzallo
treatment, deceased, or discharged. IT management.

The Contact table contains information on every contact Users access SORMAS via both desktop PCs and mobile
situation between a particular case and another person, &.g.devices, e.g., smartphones, where the actual access modelslepe
person having cared for an infected and sick family membeon the role of the user in the system. For example, Contact
at home. The table entries provide details on the concret® cers working in the eld access SORMAS via their mobile
situation, such as the proximity to the case, since this a ectdevice, while Contact Supervisors in the Emergency Centers
the likelihood that the involved contact person becomes & casaccess it via their desktop PC. SORMAS owns a dedicated
and the date of last contact, which determines the follow-upmuthentication layer to manage system users, e.g., Contact
period. However, contact situations and participating person® cers, and their respective access rights. There exist both
are typically unknown at rst and must be derived from mobile and desktop applications depending on the user accessing
more vague descriptions, e.g., a service at church with ahe system. For example, as Contact O cers are working in the
infected person participating. These events are captured ield all the time, they only access the system via a mobile app on
the ContactEvent table, whilst every person participating irtheir device, e.g., a smartphone. All data that is collectethb
that event is then later on identi ed via the Contact2Personusers is stored in an in-memory database in the cloaitner,
table, and every contact situation is captured in the Contac019.
table. Data security was an important requirement for our project

The Rumortable contains information about all rumors that as users collect individual and personal data. SORMAS uses
may concern one or more cases. A rumor can be anythinatest web standards, e.g., HTTPS protocol, to encrypt al dat
reported by someone; an event, a person, or a place. To lirkxchange between user devices and the system. All datgssora
a rumor with the corresponding record in our data model, on both mobile devices and the cloud platform save their data in
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FIGURE 4 | Software architecture applied to SORMAS. The system operat in the cloud and contains an in-memory computing platfornthat stores data securely on
a server. SORMAS is divided into a desktop application for s with supervisory tasks and mobile applications for ussrworking in the eld.

encrypted format. The mobile applications use standard plugina di erent application. Health workers in the eld do not change
0 ering latest encryption strategies. The in-memory databas their roles, however; and their requirements regardingrtiabile
the cloud applies latest data security and encryption starsifind ~ applications di er: While Contact O cers need an interview
a secure data storage, e.g., using Advanced Encryption&8tisnd guide, Surveillance O cers need to enter rumor information.
(AES) with 256 bit key length(isten et al., 201)7 In addition,  This has led to the creation of dedicated applications for Cointa
all access to SORMAS is handled by a central authenticatidd cers and Informants/Surveillance O cers.
platform, which coordinates users and their access rightgy O If their mobile devices have access to the Internet, theceite
users with the corresponding login credentials and accebssrig data will immediately be uploaded to the IMDB in the cloud
are eligible to access particular data. The di erent persomas aand stored there. If their devices are o ine, which is likely t
only allowed to see particular data that is necessary follfin§  occur in West Africa, the collected data will be stored lgcal
their distinct tasks, e.g., Surveillance Supervisors cdy gge in an encrypted storage and uploaded to the in-memory cloud
rumors but not contacts, whereas Contact Supervisors cay onplatform as soon as Internet connection becomes available.
see contacts but no rumors. In the rst version of the architecture, we planned on
While a rst version of the architecture showed dedicatedusing matured software for a remote device management,
desktop and mobile applications for each persona, the nak.g., for automated software updates and locking of lost
prototype splits up into a desktop application and two mobiledevices Fahnrich et al., 20051t turned out, however, that the
applications Eahnrich et al., 2005 The former is meant for Ssoftware came along with an overhead of functionality thatie
Surveillance, Case, and Contact Supervisors, while ther lattit rather complex for us to maintain. We therefore decided to
are dedicated to Informants, Surveillance O cers, and Caxctt leave it out and implement the desired functionality in the loile
O cers. We have created one single desktop application indtea@pplications ourselves.
of one dedicated to each supervisor persona, as it turned @t th
their functional requirements to the system are very simila ~ 3.4. Collecting Data in the Field: Contact
addition, health workers at the emergency centers can halcem Tracing App
than one persona. One single desktop application enables thefihe mobile application for Contact O cers allows for managing
to switch roles via logging o and on again instead of chamggio  assigned contacts and their interviews. We designed it based
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FIGURE 5 | Subprocess depicting the detailed interview process condated by Contact Of cers. This served as a blueprint for desigimg the contact tracing app.

the process ow depicted ifrigure 5 Each contact interview is uses Cordova's storage until the content is uploaded to SORMAS'
considered a task for the Contact O cer. Once the app is openedentral server. Versioning con icts during upload are resul
and the Contact O cer has logged in with his credentials, heby a con ict management based on the following assumptions:
sees a list of all open tasks. Time-critical tasks, e.g.,vists, A task can only be changed by supervisors who access the system
are highlighted by a red exclamation mark. Contact O cersica from a desktop computer. If information on contacts changes,
retrieve all information about their contacts stored in SORSIA e.g., their symptoms or demographical data, the data from the
such as personal information, tracing history, related spaad Contact O cer is favored above all other submitters. Typigal
places as depicted Figure 6. All data shown in the screenshots, one single Contact O cer is responsible for a contact. If a
e.g., person names, associated places, or symptoms, is comple@intact Supervisor changes the data while the Contact O cer
ctitious and has been created by a data simulator. is interviewing a contact, we assume the contact and not the
Figure 7 shows selected views of the mobile application fosupervisor provides the most recent information. The contient
a contact interview. In general, Contact O cers collect dat uploaded to SORMAS' central server via a Node.js server, which
- in particular demographic information, symptom data, andreceives the data from the AngularJS application. The Node.js
information on other contacts. Our mobile application thus server then handles the request by checking for authoorati
guides them through the contact interview, with one questio and data integrity and forwards corresponding databaseigser
per screen. Once a question has been answered, the nextaquestio SORMAS' central servers.
is shown on the screen, until all symptoms have been checked.
When Contact O cers visit a contact for the rsttime, they nai
Ilin gaps in the demographic data before they can start to thec4. LESSONS LEARNED DURING
for symptoms. At the end of the interview, Contact O cersseea ROLLOUT/DISCUSSION
interview summary and are advised to schedule an appointment
for the next day. SORMAS was tested in a proof of concept (POC) study
If a contact matches the Ebola case de nition and thugaking place in June and July 2015 in Oyo and Kano, Nigeria.
becomes a suspected case, the mobile application showsDetails on study design, setting and system implementation,
noti cation and the interview continues to record contacté i.e., application in this context, have been published
the new suspected case. For direct communication in such-timseparately Adeoye et al., 2017; Moyer et al., 2p1For
critical situations, it provides contact information, e.ghone the study, ethical approval was obtained from the ethical
numbers, of all other O cers and Supervisors. committees in Kano and Oyo State. In parallel, the study
We implemented the mobile application for Contact was also submitted to the ethical committee of the Medical
O cers using Apache Cordova, which is a construction board of lower Saxony in Germany. Data con dentiality was
platform for native mobile applications using HTML, CSS,also maintained by ensuring all computer devices for the
and JavaScriptApache Software Foundation, 2Q1€ordova study were secured with unique usernames and passwords.
applications can be built for mobile operating systems, such as detailed evaluation of the conducted POC study and its
Android, 10S, or Windows Mobile. In the scope of this project, ndings is currently prepared for publication. However, we
the application is restricted to Android devices. The applmati already gained valuable experience during setting up and
runs as an AngularJS application in the mobile devices' browseftesting the system, which we want to share with the interkste
AngularJS is a JavaScript web application framework for buildingeader.
HTML single-page applications; it provides a framework for When implementing the system, especially the mobile
Model-View-ViewModel (MVVM) architecture Green and applications, it was not possible to test them on the same device
Seshadri, 20)3The interview is one module of the AngularJSthat were used during the POC. The system itself was developed
application; it requests and forwards information from and toin Europe, and the mobile device markets in Europe and Africa
the application's data service. If no network is available,app di er greatly. Device manufacturers typically o er productsttvi
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FIGURE 6 | Views of task details in the contact tracing application; &m left to right: (1) general task information; (2) persondktails of the contact; (3) places the
contact has visited; (4) reports of former interviews; (5)saociated cases.

FIGURE 7 | Views of the interview process in the contact tracing applition; from left to right: (1) List of current tasks ordered Y priority; (2) information provided
about the task; (3) interface for entering the body temperate; (4) example question for headache; (5) appointment forext interview; (6) summary at the end of the
interview; (7) interview successfully saved.

reduced features in Africa compared to Europe. From a range The central server must be hosted at a site with a stable power
of devices, we conrmed one single European model with arsupply, which is not possible in most of Africa. For SORMAS,
available similar African model. we hosted a server in Germany. At the same time, oine
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functionality for the mobile applications proved to be a crucia ongoing, we expect SORMAS to improve the containment
feature for the system's success. As in many African coestri process so that health workers will be able to react faster on
network access via smartphone is limited in rural areas. tHeal new and potential infections than they can with their current
workers in the eld need to continue entering data, howeverapproach.
which requires functionality to temporarily cache the data o During our work, we experienced the importance of
the mobile device for the time being o ine. For immediate @at intensive and early involvement of users, since some segming|
transfer, a more valuable but expensive solution might haenb obvious conditions or needs may not be ubiquitously present.
to use satellite phones, but this was outside the project scope. The development in interdisciplinary teams, a thorough
Intuitive user interfaces, well-prepared training materahd  understanding of the processes, and involvement of the people
automated update processes for mobile applications are cruci@ho use the system are thus crucial factors for SORMAS' usabili
for the success of a project like SORMAS. Although mobiland acceptance among health workers.
phones are common in Nigeria, smartphones and tablets are As with every prototype and based on the results from
not—at least not yet. Thus, we had to put a lot of e ortthe evaluation, SORMAS undergoes revision regarding its
into preparing the technical aspects for the rollout in Nigeria features and interfaces. Meanwhile, SORMAS has turned into an
Installation of the mobile application on each of the devicad h open source project with active development called SORMAS-
to be prepared by a specialist. What seemed to us to be commapen (Helmholtz Centre for Infection Research (HZI), 2017
tasks, such as installing apps from the app store, could not behis new version includes ndings from our POC study and
done by the healthcare workers since many of them were usingore features we had to exclude from the rst version of the
smartphones for the rst time. Although we put emphasis onprototype. SORMAS-open also supports a wide range of further
an intuitive user interface, a hands-on training for the Ksse diseases, e.g., Lassa fever or Cholera, and is evaluatsedarad
in advance with good documentation material proved to beeld study in Nigeria.
essential for a successful rollout. Login and user authatitin

procedures commonly used in Europe proved to be impractica
in the rural African context. Multiple eld workers managed to AUTHOR CONTRIBUTIONS

enter the wrong password several times until their devicetewecp wrote this article and derived the process models destribe
locked by the authentication platform. It turned out that the in this paper. Together with TL and DM, CP also supervised
authentication platform created too long and complex passwordg, . 1achnical implementation of the system. MJ was part of the

for the users. To avoid this for the future, we had to manua!lylmplementation team and had made a signi cant contribution

upda}te the mobile appllcgt}qns and unlock the ‘?'e"',cesz Wh'cﬂa the nal pilot. KD reviewed the paper and administered

required sgyeral days (?f visiting each eld worker in N'@e” the project. JB, CH, and GoK derived the data attributes and
We originally designed SORMAS for handling Eb°|aformats. JB and GoK provided valuable feedback and reviews

ouFbr%qks, 1€, t'he requwgnpentst;/vertla( derived frqm EXPEBE "\ hen writing this article. SB reviewed this article and pregphr
gained in Nigeria's 2014 Ebola outbreak. However, in prepamat evaluation sheets for test runs and the pilot in Nigeria. NS

for our POC study we noticed that it requires OU'Y few change repared the pilot for rollout in Nigeria and reviewed this até.
to SORMAS to support health workers in containing outbreak A and DT-A provided insights into the processes in Nigeria

of other diiease(sj asl vyell, €9, Cholera,dmeasles, orawjanz'a ?uring Ebola outbreaks and supervised the pilot in NigeriaKGé
(HSN1). The underlying processes and personas remain neanythe project lead of SORMAS and reviewed this article.

the same for the di erent diseases, which requires no change i
the actual mobile or desktop application. What di erentiates
the diseases is mainly the data that is collected, e.g.yfest FUNDING

of symptoms, which requires changes in SORMAS' data model ) o )
only. As the data model itself contains rather generic @ite.g., 1S Project was funded by the German Ministry for Education
contact, case or symptom, the changes necessary for exgendff’d Research (BMBF) via the German Centre for Infection
SORMAS' data model to further diseases are minimal. Thergfor&€search (DZIF) under the project titeEBOKON10

we extended our original scenarios tested in the POC to ¢onta

not only Ebola but also Cholera, measles and avian in uenza. ACKNOWLEDGMENTS

5. CONCLUSION This project was an interdisciplinary e ort between multiple
institutions across the globe. Our thanks go to the many
In this work, we have presented the technical detailgparticipants who dedicated their time and work for making
of SORMAS—the Surveillance and Outbreak Respongbis project successful: Janos Brauer, Martina Grabs, Pasca
Management System. In contrast to existing approache§renzin, Arne Mayer, Dustin Gedlich, Connor Nelson, Eric
this system aims to support all parties involved in outbreakEnders, Gabriele Poggensee, Sabine Mall, Celestine Ameh,
containment and to enable a bi-directional information ow Ferdinand Oyiri, Arinze Chinedu, Endie Waziri, Lisa Reigl,
between them. While evaluation of the POC in Nigeria isMaike Lamshoeft, Matthias U acker, and Hasso Plattner.
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