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In citizen science, data stewards and data producers are often not the same people.
When those who have labored on data collection are not in control of the data,
ethical problems could arise from this basic structural feature. In this Perspective, we
advance the proposition that stewarding data sets generated by volunteers involves
the typical technical decisions in conventional research plus a suite of ethical decisions
stemming from the relationship between professionals and volunteers. Differences in
power, priorities, values, and vulnerabilities are features of the relationship between
professionals and volunteers. Thus, ethical decisions about open data practices in citizen
science include, but are not limited to, questions grounded in respect for volunteers: who
decides data governance structures, who receives attribution for a data set, which data
are accessible and to whom, and whose interests are served by the data use/re-use. We
highlight ethical issues that citizen science practitioners should consider when making
data governance decisions, particularly with respect to open data.
Keywords: ethics, volunteer monitoring, data stewardship, data privacy, community science

INTRODUCTION
One aspect of open science involves sharing scientific data broadly, maximizing its power to
benefit society through use and re-use in other research. In conventional environmental research,
professional scientists generate data and make decisions about stewardship of resulting data
sets. In contrast, in research through citizen science, those who generate data are not likely
to be those making stewardship decisions about it. Consequently, the loss of volunteer control
could lead to greater potential harms to data producers in citizen science from decisions about
data use/re-use. Ethical conundrums arise when different parties (scientists and volunteers) have
conflicting interests in relation to the data governance. Given the power differentials between
scientists and volunteers, and irrespective of whether some parties have legal rights to control access
to and use of the data, responsible research requires attention to the interests of all stakeholders
(Ballantyne, 2018).
In this Perspective, we adopt the premise that professional scientists should steward data
for its maximal use in advancing science via open data practices. We advance the proposition
that stewarding data sets generated by volunteers involves the typical technical decisions in
conventional research plus a suite of ethical decisions stemming from the relationship between
professionals and volunteers. Differences in power, priorities, values, and vulnerabilities are features
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OPEN DATA DECISIONS

of the relationship between professionals and volunteers. Thus,
ethical decisions about open data practices in citizen science
include, but are not limited to, questions grounded in respect for
volunteers: who decides data governance structures, who receives
attribution for the data set, which data are accessible and to
whom, and whose interests are served by the data use/re-use.
In our recent work, supported by the National Science
Foundation, we aim to provide practitioner-built tools to identify
and facilitate ethical data practices in citizen science. In 2017,
we held an interdisciplinary workshop about ethics in citizen
science (Lisa M. Rasmussen: NSF SES-1656096, Filling the
“Ethics Gap” in Citizen Science Research). The workshop
brought together nearly three dozen attendees involved with
citizen science, research ethics, and Science and Technology
Studies to consider the novel ethical challenges posed by citizen
science research. Workshop aims included identifying ethical
issues in citizen science, articulating conceptual frameworks
for them, and brainstorming possible solutions. The workshop
yielded a list of over 40 ethical issues related to the
practice of citizen science, many of which were explored
in papers in two special collections: one in the journal
of the Citizen Science Association, Citizen Science: Theory
and Practice (Rasmussen and Cooper, 2019), and one in
Narrative Inquiry in Bioethics (Rasmussen, 2019). Some of
the topics related to different aspects of data acquisition
and management.
The workshop findings informed a plan for research
and facilitation to develop norms, and resources and tools
to support those norms, around responsible, trustworthy
data practices in citizen science (Caren B. Cooper: NSF
CCE-STEM-1835352, Cultivating Ethical Norms in Citizen
Science). Our aim with the grant is for the field of
practitioners to expand their understanding of trustworthy
data to include ethical practices related to data acquisition
and management. In citizen science, there are unique
ethical issues with open data practices. We begin from the
assumption that data quality and data ethics are equally
important, as both center on actions related to rigorous field
methodology by volunteers and appropriate practices by data
stewardship, such as attribution, accessibility, confidentiality,
and transparency.
Citizen science produces scientific data. Practitioners of
citizen science therefore have the same data stewardship
obligations as conventional scientists. In addition, however,
management decisions about citizen science data may include
consideration of a unique set of risks and benefits for volunteers.
For example, anonymity in projects, datasets, or contributions
is not always possible, and can run counter to desired interests
of attribution. Data stewardship in citizen science has a broader
scope than in conventional science, including reporting back
to volunteers so that they can make meaning of the data,
respecting how volunteers want sensitive data to be handled,
recognizing contributions in a manner preferred by volunteers,
and communicating clearly and transparently with volunteers
about the above. We expand on these issues below.
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Data governance can be responsive to concerns about protecting
sensitive and personally identifiable information, treatment of
indigenous knowledge, and intellectual property. Making data
open is the act of making data available for others to freely use
and re-use. However, the appropriate form that “open data” takes
varies with the context of a given citizen science project. The
majority of projects identified as citizen science have goals of
advancing scientific research, and as such, practitioners should
make data open to maximize the scientific value of the data. At
the same time, we recognize that some projects have specific,
action-oriented goals other than the general advancement of
science, such as directly informing policy or social action. Given
varied uses of scientific data and interests served, making data
open is not always or automatically the most appropriate choice.
We emphasize that ethical practices for establishing open data
involve decisions about what should, and what should not, be
shared, and what restrictions are warranted.
A misperception of “open data” is that posting data to the Web
implies making it available for free use. However, the concept of
“open data” is much more complex than the seemingly binary
decision to make data “open” or “closed.” Complexity stems from
the numerous motivations for, approaches to, and justifications
for making data open in the first place. When making and
sharing content, copyright is a traditional mechanism to clarify
restrictions on data use/re-use. However, according to US law,
copyright applies to “creative works” and thus does not often
apply to databases unless there is some creativity in their
compilation (Miller et al., 2008; Kristof, 2016). However, there
are alternative approaches to data stewardship besides copyright.
In 2010, the Panton Principles launched a guide for
open data practices (Molloy, 2011). The Panton Principles
recommended public domain licenses via the Open
Data Commons Public Domain Dedication and License
(PDDL–http://opendatacommons.org/licenses/pddl/1-0/)
or
Creative Commons Zero (CC0–http://creativecommons.org/
publicdomain/zero/1.0/) which waive copyright. Such public
domain licenses allow free, unrestricted use of the data for
any purpose. While these might be a viable guide for datasets
produced by conventional science, licensing in this way does not
necessarily provide an open data solution for citizen science if
volunteers want attribution. For example, the ODC PDDL and
CC0 licenses do not require any attribution; however, one can
use CC0 “with attribution appreciated.” CC-BY allows free use
of the data for any purposes with the requirement of attribution
and allows attribution to extend to groups such as members
of a citizen science project. Open data practices are further
complicated when citizen science databases include photographs
and/or open text, each a creative product with potential claim
to copyright. Such licenses may not be entirely sufficient for
these datasets. Groups that have historically experienced data
inequities, exploitation by scientists, and/or intimidation by
powerful interests may have heightened concerns about data
access, data re-use, and the distribution of benefits. Thus, there
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Attribution and Acknowledgment

can be varied circumstances where volunteers want to restrict
data use, rather than adopt free, unrestricted licensing options.
Nevertheless, persistent interest in open data for citizen
science has led to nuanced applications of licensing options
and exploration of unique challenges that public data
archiving presents to the sustainability of long-term citizen
science projects (Pearce-Higgins et al., 2018). In light of
this complexity, it is essential to recognize that regardless
of what approach one takes to make data open, and the
benefits and challenges associated with it, the process of
making data accessible for third parties to use requires
active steps by a data steward (Miller et al., 2008). Next
in this Perspective, we highlight ethical issues that citizen
science data stewards and practitioners should consider when
making data governance decisions, particularly with respect to
open data.

Attribution is the act of recognizing an individual’s or
group’s contribution and appropriately acknowledging it. There
are different forms of attribution, including non-monetary
recognition such as authorship, acknowledgment, and citation.
Accountability may also be associated with some forms
of attribution, and involves an individual or group taking
responsibility for some or all of the work. For example, in
authorship, one is taking credit for the work and also taking
responsibility for its quality and integrity.
In conventional and citizen science, publishing datasets
is an old practice modeled after systems for publication of
research results. For research papers, there are generally accepted
standards for authorship when someone has made a substantial
intellectual contribution to a project, or acknowledgment for
contributions that are significant but not rising to that level
(Brand et al., 2015; International Committee of Medical Journal,
2015). For citizen science papers, mirroring conventional
approaches to authorship of papers is probably not meaningful,
appropriate, or always possible for volunteers (Ward-Fear et al.,
2020). For datasets, we are not aware of widely accepted standards
for levels of contribution that warrant authorship or licensing
attribution. Given the absence of norms, we encourage the data
stewardship practice of licensing a dataset to foster intentional
deliberation and decisions related to attribution.

Decision-Makers and Data-Producers
In citizen science, data stewards and data producers are often
not the same people. When those who have labored on data
collection are not in control of the data, ethical problems could
arise from this basic structural feature. Power differentials arise
because practitioners may have more education and institutional
resources than project volunteers, and when practitioners are
the sole data stewards, the power differentials are amplified.
Thus, in these cases, data stewards (practitioners) need to
properly consider the interests of the data producers (volunteers).
For example, a data steward may view sharing geo-located
data produced by volunteers as a way to maximize scientific
goals, but data producers may view sharing as increasing
their risks of physical, economic, or emotional harm. Insofar
as datasets are monetizable, some communities may want to
retain control over them for the benefit of those who have
compiled the data or may be directly affected by it. Alternatively,
volunteers may want to ensure that a dataset cannot be used
for any commercial purposes (e.g., CC-NC restricts uses to
non-commercial purposes).
Few studies have examined volunteer perspectives on the
handling of citizen science data. Fox et al. (2019) found that
volunteers in a large-scale UK project supported open access
in principle but for its practice supported cautionary actions
to protect sensitive information and restrict commercial reuse
of data. Groom et al. (2017) reviewed the open access nature
of biodiversity observation data contributed to GBIF (one of
largest biodiversity data repositories). Contrary to what many
people assumed, the datasets generated by citizen scientists
were actually among the most restrictive in how they could be
used. A further study examined the challenges and opportunities
presented digital platforms that host citizen science data. In this
case, Lynn et al. (2019) described the technology of the CitSci.org
platform that allows project managers to choose different data
governance options, some of which allow volunteers to make
data governance choices themselves. We found no work yet
addressing the challenges presented by the involvement of other
third-party organizations (e.g., schools, museums) that manage
volunteers in citizen science without involvement in making
decisions about data stewardship.
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Data Accessibility
Considerations of data accessibility should address the question,
“accessible by whom?” Open data practices generally involve
datasets being documented, discoverable, and allowing use by
other scientists. In citizen science, however, data accessibility
extends beyond engagement by scientists to practices that ensure
that the data producers (volunteers) can make meaning of the
datasets and use them for their own goals. With origins in
environmental health, a standard practice of citizen science
practitioners is the provision of “report-backs” to volunteers
(Brody et al., 2007). Report-backs typically include personalized
summaries of data (e.g., placing the individual contributor’s
data in context within the project) and/or excellent visualization
of the collective data. Although report-backs are an important
component of citizen science projects, they can raise privacy
concerns if they disclose sensitive or private data to project
participants or the public.
An additional consideration of data accessibility is the
question, “accessible for what purpose?” Open data practices
involve making datasets useable by other scientists for purposes
similar to the original collection effort as well as re-use by other
scientists for other, perhaps unanticipated, current or future
purposes. In a citizen science context, when data producers
are not data stewards, they have limited control of data re-use
(Ganzevoort et al., 2017). In this light, it is important to note that
currently, there is no open data license that can restrict data use in
cases where it might harm data producers. Instead, case-by-case
assessment to determine the potential for harm would require a
closed license. Alternatively, an approach could be built around a
framework of ethical principles guiding data use. For example,
in considering indigenous data sovereignty, Carroll et al.
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privacy, liability, and copyright, typically through Terms of
Service agreements (Cooper et al., 2019). Furthermore, even
the professional scientists do not always play an active role in
stewardship decisions of citizen science data, instead leaving
decisions to the hosting platforms or institutional IT support
(Bowser et al., 2020). Digital platforms that host citizen science
projects, however, can enable joint decision making. For example,
the platform CitSci.org supports preferences of both project
managers and volunteers for customized levels of access to data
(Lynn et al., 2019).

(2020) presented a framework that combined FAIR (Findable,
Accessible, Interoperable, Reusable) Guiding Principles for
scientific data management and stewardship with the CARE
(Collective benefit, Authority to control, Responsibility, Ethics)
principles for Indigenous Data Governance. This kind of
framework could help meet challenges of operationalizing “Open
by default” (Stone and Calderon 2019) and give clarity on
sensitive data and mechanisms to minimize harms and maximize
benefits to data producers.

Data Confidentiality

Transparency

Decisions about what data to share rely on considerations about
the project’s context and the types of other publicly available
data. There are numerous instances in citizen science in which
confidentiality of volunteer data should have primacy over open
data sharing. This might include the collection of sensitive data
based on location (e.g., volunteer location or protected species
location), the collection of other sensitive data based on the
subject of research (e.g., health), the unintentional collection of
data from other people (e.g., photographs), or the possibility
of combining data sets which could identify volunteers. For
example, data collected by volunteers about corporate polluters
may, if publicly released, identify and endanger those who have
collected it (e.g., Wing, 2002). Additionally, in conjunction with
existing data sets such as tax and real estate data or voter lists,
new volunteer-collected data sets may enable re-identification of
individuals or their locations via data triangulation (Golle, 2006).
Even when researchers anonymize environmental health data by
removing overt identifiers such as names and addresses, risks to
re-identification of participants remain (Boronow et al., 2020).
Nissenbaum’s privacy framework (2004), called Privacy 3.0,
is helpful for navigating the various contexts and potential
concerns that may arise through the data collection and
management process more generally. Privacy 3.0 emphasizes
the importance of (1) data minimization, (2) user control of
personal information disclosure, and (3) contextual integrity
(Nissenbaum, 2004, 2010, 2019). The concept of contextual
integrity is particularly important; it focuses on understanding
the flow of data from the sender to the recipient with attention
to the subject matter, information type, and transmission
principle (Nissenbaum, 2019). In a citizen science context, this
might involve (a) not collecting personal data that should be
confidential or (b) ensuring that if personal data must be collected
that it remains confidential throughout the data lifecycle (i.e.,
ensuring that those portions of the dataset never go into
open license or public domain). Further, Bowser and Wiggins
(2015) have suggested the importance of viewing data privacy
as involving a volunteer’s right to manage access to their own
voluntarily contributed personal data, which includes identified
or identifiable information.
In certain types of projects, however, volunteers have no
choice in the handling of their data or the protection of their
privacy (Cooper et al., 2019). For example, in a sample of projects
in which volunteers contributed data that unwittingly contained
personally identifiable information, none involved volunteers in
data governance decisions, and only half of the projects informed
volunteers about data stewardship decisions, mostly related to
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The success of science, as well as citizen science, rests on the
transparency of its technical and ethical practices. Transparency
can be understood as the act of “making implicit and explicit
values known or potentially discoverable by providing accessible
information about research methods and data” (Elliott, 2017).
There are two types of transparency that are especially important
for discussing ethical data practices in citizen science. In the
first instance, scientifically relevant transparency “refer[s] to
efforts designed to assist scientists in achieving their goals,
such as promoting new scientific discoveries and maintaining
the reliability of scientific research” (Elliott and Resnik, 2019).
Meanwhile, socially and ethically relevant transparency is more
“focused on providing information that enables decision makers
and members of the public to make effective use of scientific
research” (Elliott and Resnik, 2019). These two understandings
of transparency are not mutually exclusive of one another; they
are two sides of the same coin. Both are important to consider
when making decisions about how to collect and steward citizen
science data in the most effective and ethical manner. In other
words, transparency is an overarching obligation that applies to
data accessibility, data confidentiality, and volunteer attribution
and acknowledgment.

CONCLUSION AND RECOMMENDATIONS
“Thinking like a scientist” refers to higher order reasoning that
distinguishes evidence from opinion and uses formal tools like
statistics to minimize biases in human judgements (Kahneman,
2011). Scientific methods often include hypothesis testing that
will ideally produce replicable conclusions. A scientific question
can result in an agreed upon scientific answer. In contrast,
“thinking like an ethicist” often means identifying ethical issues
and using ethical frameworks to weigh a variety of options
for addressing the issues. An ethical question can result in
many ethical answers, each with equal validity. When there are
competing values among those with valid interests in a dataset,
there can be multiple ethical (and unethical) decisions about
data governance (Ballantyne, 2018). Because of the pluralism of
moral values, it may be impossible to offer, in the abstract, a set
of ethical prescriptions that will be true for all citizen science
research. Context matters, and what arises as an ethical issue
and appropriate solution in one project might not in another
almost-identical project.
Thus, ethical issues in citizen science have many solutions,
most often including open data practices. When practitioners
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the outset, work in citizen science will be deeply informed by
ethical practice.

opt for open data, they can do so effectively and responsibly by
communicating intentions clearly with volunteers. For example,
in considering the content of consent statements, Meyer (2018)
recommended avoiding promises not to destroy data (which runs
counter to expectations of some IRBs), not to share data, to
restrict data analysis to the focal topic, and to obtain re-consent
for additional sharing. Although Resnik et al. (2015) suggested
all data sharing requests should go through the lead investigator
of citizen science projects, Meyer (2018) recommended that
practitioners can provide maximal access by working with a
data repository that provides the desired governance options.
Similarly, selection of the appropriate IT platform for the
administration of the project should consider whether there are
the desired data governance options (e.g., Lynn et al., 2019).
Open data is not a “one-size-fits-all” answer to the challenges
of every project. A key variable to consider when deciding on
data restrictions is the interests of the volunteer data producers,
especially if they are not also part of the data stewardship team,
with regard to accessibility, confidentiality, and attribution. Data
stewards should listen to data producers, which may dictate more
openness, or less, depending on a variety of circumstances. With
transparency, practitioners can help data producers make highly
informed decisions. Our dual hopes for citizen science are first,
that a better understanding of the issues, risks, and stakes in
decision making about open data in citizen science may help
project leaders navigate these ethical decisions; and second, that
by incorporating ethical rigor into data science practices from
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